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Update on PlayStation Network and Qriocity

+ Posted by Patrick Seybold // Sr. Director, Corporate Communications & Social Media

Thank you for your patience while we work to resolve the current outage of PlayStation Network & Qriocity services.
We are currently working to send a similar message to the one below via email to all of our registered account holders
regarding a compromise of personal information as a result of an illegal intrusion on our systems. These malicious
actions have also had an impact on your ability to enjoy the services provided by PlayStation Network and Qriocity
including online gaming and online access to music, movies, sports and TV shows. We have a clear path to have
PlayStation Network and Qriocity systems back online, and expect to restore some services within a week,

We’re working day and night to ensure it is done as quickly as possible. We appreciate your patience and feedback.

Valued PlayStation Network/Qriocity Customer:

We have discovered that between April 17 and April 19, 2011, certain PlayStation Network and Qriocity
service user account information was compromised in connection with an illegal and unauthorized
intrusion into our network. In response to this intrusion, we have:

1. Temporarily turned off PlayStation Network and Qriocity services;
2. Engaged an outside, recognized security firm to conduct a full and complete investigation into what

happened; and
3. Quickly taken steps to enhance security and strengthen our network infrastructure by re-building

our system to provide you with greater protection of your personal information.

hitp://blog.us.playstation.com/201 1/04/26/update—on—playstation—nehwork-and-qriocity/ 30/04/2011
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We greatly appreciate your patience, understanding and goodwill as we do whatever it takes to resolve
these issues as quickly and efficiently as practicable.

Although we are still investigating the details of this incident, we believe that an unauthorized person has
obtained the following information that you provided: name, address (city, state, zip), country, email
address, birthdate, PlayStation Network/Qriocity password and login, and handle/PSN online ID. It is also
possible that your profile data, including purchase history and billing address (city, state, zip), and your
PlayStation Network/Qriocity password security answers may have been obtained, If you have authorized
a sub-account for your dependent, the same data with respect to your dependent may have been obtained.
While there is no evidence at this time that credit card data was taken, we cannot rule out the possibility.
If you have provided your credit card data through PlayStation Network or Qriocity, out of an abimdance
of caution we are advising you that your credit card number (excluding security code) and expiration date

may have been obtained.

For your security, we encourage you to be especially aware of email, telephone, and postal mail scams
that ask for personal or sensitive information. Sony will not contact you in any way, including by email,
asking for your credit card number, social security number or other personally identifiable information. If
you are asked for this information, you can be confident Sony is not the entity asking, When the
PlayStation Network and Qriocity services are fully restored, we strongly recommend that you log on and
change your password, Additionally, if you use your PlayStation Network or Qriocity user name or
password for other unrelated services or accounts, we strongly recommend that you change them, as well.

To protect against possible identity theft or other financial loss, we encourage you to remain vigilant, ta
Teview your account statements and to monitor your credit reports. We are providing the following
information for those who wish io consider it:

U.S. residents are entitled under U.S. law to one free credit report annually from each of the three major
credit bureaus. To order your free credit report, visit www.annualereditreport.com or call tol-free (877)

322-8228.

We have also provided names and contact information for the three major U.S. credit bureaus below. At
no charge, U.S. residents can have these credit bureaus place a “fraud alert” on your file that alerts
creditors to take additional steps to verify your identity prior to granting credit in your name. This service
can make it more difficult for someone to get credit in your name. Note, however, that because it tells
creditors to follow certain procedures to protect you, it also may delay your ability to obtain credit while
the agency verifies your identity. As soon as one credit bureau confirms your fraud alert, the others are
notified to place fraud alerts on your file, Should you wish to place a fraud alert, or should you have any
questions regarding your credit report, please contact any one of the agencies listed below.

Experian: 888-397-3742; WWw.experian.com; P.O. Box 9532, Allen, TX 75013
Equifax: 800-525-6285; www.equifax.com; P.O, Box 740241, Atlanta, GA 30374-0241
‘TransUnion: 800-680-7289; www.transinion.com; Frand Victim Assistance Division, P.O. Box 6790,

Fullerton, CA 92834-6790

You may wish to visit the web site of the U.S. Federal Trade Commission at www.consurner.gov/idtheft
ot reach the FTC at 1-877-382-4357 or 600 Pennsylvania Avenue, NW, Washington, DC 20580 for
further information about how to protect yourself from identity theft. Your state Attorney General may
also have advice on preventing identity theft, and you should report instances of known or suspected
identity theft to law enforcement, your State Attorney General, and the FTC. For North Carolina residents,
the Attorney General can be contacted at 9001 Mail Service Center, Raleigh, NC 27699-9001 ; telephone
(877) 566-7226; or www.nedoj.gov, For Maryland residents, the Attorney General can be contacted at 200
St. Paul Place, 16th Floor, Baltimore, MD 21202; telephone: (888) 743-0023; or www.oae state.md.us.

We thank you for your patience as we complete our investigation of this incident, and we regret any
inconvenience, Our teams are working around the clock on this, and services will be restored as soon as
possible. Sony takes information protection very seriously and will continue to work to ensure that
additional measures are taken to protect personally identifiable information. Providing quality and secure
entertainment services to our customers is our utmost priority. Please contact us at 1-800-345-7669 should

you have any additional questions.

Sincerely,
Sony Computer Entertainment and Sony Network Entertainment

The same information can be found at the following websites:

http://blog.us.playstation.com/2011/ O4/26/update-omplaystation~network-and-qriocity/ 30/04/2011
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This is an emall from Sony Computer Enterfainment Austral

Valued PlayStation Network/Qriocity Customer:

We have discovered that between Aprit 17 and April 19, 2011, certain PlayStation Network
d Qriocity service user account information was compromised in connection with an
iHegal and unauthorized intrusion into our network. In response to this intrusion, we have:

» Temporarily turned off PlayStation Network and Qrriacity services;

s Engaged an outside, recognized security firm to conduct a full and complste
investigation into what happened:; and “

« Quickly taken steps to enhance security and strengthen our network infrastructure
by re-building our system o provide you with greater protection of your personal

information.

We greatly appreciate your patience, understanding and goodwill as we do whatever i
takes to resolve these issues as quickly and efficiently as practicable.

Although we are siill investigating the details of this incident, we believe that an
unauthorized person has obtained the following information that you provided: name,
address (city, state/province, Zlp or postal code), country, email address, birthdate,
PlayStation Network/Qriccity password and login, and handle/PSN ontine 1D, It is also
possibie that your profile data, inchuding purchase history and billing address (city, state,
zip), and your PlayStation Network/Qriocity password security answers may have been
obtained. If you have authorized a sub-account for your dependent, the same data with
respect to your dependent may have been obtained. While thera is no evidence that credit
card data was taken at this time, we cannot rule out the possibility. If you have provided
your credit card data through PlayStation Network or Qriocity, to be on the safe side we
are advising you that your credit card number (excluding security code) and expiration

date may have been obtained.

For your security, we encourage you to be especially aware of email, telephone, and
postal mail scams that ask for personat or sensitive information. Sony will nat contact you
in any way, including by email, asking for your credit card number, social security, fax
identification or similar number or other personally identifiable information. I you are
asked for this information, you can be confident Sony Is not the entity asking. When the
PlayStation Network and Qriocity services are fully restored, we strongly recommend that
you log on and change your password. Additionally, if you use your PlayStation Network

...com/mail/?ui=2&ik=70aed5 9ecO&view=pt&scarch=inbox&ms g=1219d20e7dcal304 30/04/2011
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or Qriocity user name or password for other unrelated services or accounts, we strongly
recommend that you change them, as weli.

To protect against possible identity theft or other financial loss, we encourage you to
remain vigilant to review your account statements and to monitor your credit or sirmilar

types of reports.

We thank you for your patience as we complete our investigation of this incident, and we
regret any inconvenience. Our teams are working around the clock on this, and services
will be restored as soon as pessible. Sony takes information protection very seriously and
will continue to work to ensure that additional measures are taken fo protect personally
identifiable information. Providing quality and secure entertainment services to our
customers is our utmost priofity. Please contact us at eu.playstaﬂon.comlpsnoutage
should you have any additional questions.

Sincerely,
Sony Network Entertainment and Sony Computer Entertainment Teams

s

Sony Network Entertainment Europe Limited {formerly known as PlayStation Network
Europe Limited} is a subsidiary of Sony Computer Entertainment Europe Limited the data
controller for PlayStation Network/Qriocity personal data

Please note that this is an zutomated e-mail, 5o replies to this address cannot be responded to,
@201 Sony Computer Entartainment Australia Pty Ltd.
au.playstation.com )
b "PlayStation”, "PlayStation Network™, "PlayStation Stere", "PlayStation Heme®, "PS3", "PSP" "PS2" and "FE_FE" are registered

tradermarks of Sony Computer Entertainment inc. All tiies, content, publisher names, traderrarks, artwork, and associated imagery are
frademarks andror copyright matarial of thair respeciive owners. All rights reserved.

Games sold in Australia are age rated by the independent organisation OFLC. To fing out more, vislt www.oflc.gov.au. Age ratings
indicate the age for which the game is suitable.

If you have PlayStation@Network account you can edit your profile and notification preferencas, including unsubseribing, from within your
accotint, Sign in here.

if you don't have a PlayStation®Network account and want to unsubscribe, email us here.

PlayStation®Network, PlayStation@Store and PlayStation®Home subject lo terms of use and not available in alt countries and languages

{eu.glaxstatigg,ggmﬂg[ms). Broadband internst service required. Users are responsible for broadband actess foes. Charges apply for
some contant. Users must be 7 years or older and users under 18 require parental consent,

Sent by:
Soay Compyier Entertainment Australia Pty Lid
Level 1, 63-73 Ann Street. Surry Hills NSW 2010 Australia
PH: 1300 365 911 fiocal call charges apply}

Prices, content, promotions ang services are subject to change or withdrawal at any tire. Content may not be available in alt terriiories.

Message-Id: <20110428155905.371 2364485.0.35471 7-18328@eu playstationmail.coms

w.com/mail/ui=2&ik=70aeds QecO&View=pt&search=inbox&msg=12f9d2067dca1 304 30/04/2011
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@ Apr 26 2011

Update on PlayStation Network and Qriocity

+ Posted by Patrick Seybold // Sr. Director, Corporate Communications & Social Media

Thank you for your patience while we work to resolve the current outage of PlayStation Network & Qriocity services.
We are currently working to send a similar message to the one below via email to all of our registered account holders
regarding a compromise of personal information as a result of an illegal intrusion on our systems. These malicious
actions have also had an impact on your ability to enjoy the services provided by PlayStation Network and Qriocity
including online gaming and online access to music, movies, sports and TV shows. We have a clear path to have
PlayStation Network and Qriocity systems back online, and expect to restore some services within a week,

We’re working day and night to ensure it is done as quickly as possible. We appreciate your patience and feedback.

Valued PlayStation N etwork/Qriecity Customer:
We have discovered that between April 17 and April 19, 2011, certain PlayStation Network and Qriocity
service user account information was compromised in connection with an illegal and unauthorized

intrusion into our network, In response to this intrusion, we have:

1. Temporarily turned off PlayStation Network and Qriocity services;
2. Engaged an outside, recognized securily firm to conduct a full and complete investigation into what

happened; and
3. Quickly taken steps to enhance security and strengthen our network infrastructure by re-building

our system to provide you with greater protection of your personal information,

http://blog.us.playstation.com/201 1/04/26/update-on-pIaystation—network—and—qriocity/ 30/04/2011
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We greatly appreciate your patience, understanding and goodwill as we do whatever it takes (o resolve

these issues as quickly and efficiently as practicable.

Although we are still investigating the details of this incident, we believe that an unauthorized person has

obtained the following information that you provided: name, address (city, state, zip),

country, email

address, birthdate, PlayStation Network/Qriocity password and login, and handle/PSN online ID. Tt is also
possible that your profile data, including purchase history and billing address (city, state, zip), and your
PlayStation Network/Qriocity password security answers may have been obtained, If you have authorized
a sub-account for your dependent, the same data with respect to your dependent may have been obtained.
While there is no evidence at this time that credit card data was taken, we cannot rule out the possibility.
If you have provided your credit card data through PlayStation Network or Qriocity, out of an abundance

For your security, we encourage you to be especially aware of email, telephone, and p

ostal mail scams

that ask for personal or sensitive information. Sony will not contact you in any way, including by email,

asking for your credit card number, social security number or other personally ideniifi
you are asked for this information, you can be confident Sony is not the entity asking,
PlayStation Network and Qriocity services are fully restored, we strongly recommend
change your password. Additionally, if you use your PlayStation Network or Qriocity

able information, If

password for other unrelated services or accounts, we strongly recommend that you change them, as well.

To protect against possible identity theft or other financial loss, we encourage you to remain vigilant, to
feview your account statements and to monitor your credit reports. We are providing the following

information for those who wish to consider it:

U.S. residents are entitled under U.S. law to one free credit report annually from each

of the three major

credit bureaus. To order your free credit report, visit www.annualereditreport,com or call totlfree (877)

322-8228.

We have also provided names and contact information for the three major U.S. credit burcaus below. At
no charge, U.S. residents can have these credit bureaus place a “fraud alert” on your file that alerts
creditors to take additional steps to verify your identity prior to granting credit in your name, This service
can make it more difficult for someone fo get credit in your name, Note, however, that because it tells
creditors to follow certain procedures to protect you, it also may delay your ability to obtain credit while
the agency verifics your identity. As soon as one credit bureau confirms your fraud alert, the others are
notified to place fraud alerts on your file. Should you wish to place a fraud alert, or should you have any
questions regarding your credit report, please contact any one of the agencies listed below.

Experian: 888-397-3742; wwiw.experian.com; P.O. Box 9532, Allen, TX 75013

Equifax: 800-525-6285; www.equifax.com; P.O. Box 740241, Atlanta, GA 30374-0241

TransUnion: 800-680-7289; Www.transunion.com; Fraud Victim Assistance Division,
Fullerton, CA 92834-6790

P.O. Box 6790,

You may wish to visit the web site of the U.S. Federal Trade Cormmission at www,consumer.eov/idtheft
or reach the FTC at 1-877-382-4357 or 600 Pennsylvania Avenue, NW, Washington, DC 20580 for
further information about how to protect yourself from identity theft. Your state Attorney General may

also have advice on preventing identity theft, and you should report instances of know

1t or suspected

identity theft to law enforcement, your State Attorney General, and the FTC. For North Carolina residents,
the Attorney General can be contacted at 9001 Mail Service Center, Raleigh, NC 27699-9001; telephone
(877) 566-7226; or www.ncdoj. gov. For Maryland residents, the Attorney General can be contacted at 200

St. Paul Place, 16th Floor, Baltimore, MD 21202; telephone: (888) 743-0023; or www,oag.state.md. us.

We thank you for your patience as we complete our investigation of this incident, and

we regret any

inconvenience. Qur teams are working around the clock on this, and services will be restored as S00n as
possible. Sony takes information protection very seriously and will continue to work to ensure that
additional measures are taken to protect personally identifiable information. Providing quality and secure

entertainment services to our customers is our utmost priority. Please contact us at 1-8
you have any additional questions.

Sincerely,
Sony Computer Entertainment and Sony Network Entertainment

The same information can be found at the following websites:

hitp://blog.us.playstation.com/201 1/04/26/update-on-playstation-network-and-

00-345-7669 should
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xwn: Service Update - Important information for registered users of PlayStation Network and Qriocity services.

Valued PlayStation Network/Qriocity Customer:

We have discovered that between April 17 and April 19, 2011, certain PlayStation Network
and Qriocity service user account information was compromised in connection with an
illegatl and unauthorized intrusion into our network. In response to this intrusion, we have:

= Temporarily turned off PlayStation Network and Qriocity services;

¢ Engaged an outside, recognized security firm o conduct a full and complete
investigation into what happened; and

e Quickly taken steps to enhance security and strengthan our network infrastructure
by re-building our system to provide you with greater protection of your personal

information,

We greatly appreciate your patience, understanding and goodwill as we do whatever it
takes fo resolve these issues as quickly and efficiently as practicable.

Although we are still investigating the details of this incident, we believe that an
unauthorized person has gbtained the following information that you provided: name,
address (city, state/province, zip or postal code), country, email address, birthdate,
PlayStation Network/Qriocity password and login, and handle/PSN online ID, It is also
possible that your profile data, including purchase history and billing address {city, state,

For your security, we encourage ¥ou to be especially aware of email, telephone, and
postal mail scams that ask for personal or sensitive information, Seny will not contact you
in any way, including by email, asking for your credit card number, social security, tax
identification or similar number or other personally identifiable information. If you are

you log on and change your password. Additicnally, if You Use your PlayStation Network

. ..com/mail/?ui=2&ik=70&ed59ecO&View=pt&search=inbox&msg=12f9d2Oe7dca1304 30/04/2011
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or Qriocity user narme or password for other unrelated services or accounts, we strongly
recommend that you change them, as weil.

To protect against possible identity theft or other financial loss, we encourage you to
remain vigilant to review your account statements and to monitor your credit or similar

types of reports.

identifiable information. Providing quality and secure entertainment services to our
customers is our utmost priority. Please contact us at eu.pfaystatfon.com!psnoutage
should you have any additional questions.

Sincerely,
Sony Network Entertainment and Sony Computer Entertainment Teams

Seny Network Entertainment Europe Limited {formerly known as PlayStation Network
Europe Limited) is a subsidiary of Sony Computer Entertainment Europe Limited the data
controller for PlayStation Networl/Qriocity personal data

Please note that this Is an automated &e-mail, so replies to this address cannat be responded to.
©2011 Sony Computer Entertainment Australia Py Ltd.
au.piaysiation.com
k¥ 28 "PlayStation®, "PlayStation Network”, "PlayStation Store", "PlayStation Home”, "PS3", "PSP", "RS2" ang FEE are registered

frademarks of Sony Computer Entertainment Ine, All tittes, content, pubiisher names, frademarks, arlwork, and associated imagery are
lrademarks and/or copyright materiai of their respective owners. All rights resarveq.

Games scld in Australia are age rated by the Independent Grganisation OFLC. To find aut more, vislt www.oflc.gov.ay. Age ratings
indicate the age for which he game is suitable.

It you have FiayStaticn@Network account you can edit your profile and netification preferences, inciuding unsubscribing, fram wihin your
account. Sian in here.

If you don't have a PlayStation®Network account and want fo unstibscribe, email g here.

PlayStation®Network, PlayStation®Store and PlayStation®Horme subject to terms of use and not available in ail countries and fanguages

(eu.playstafion.comiterms). Broadband fnternzt service requirad. Users are responsible for broadband access fees, Charges apply for
some content. Users mustbe 7 years ar alder and users under 18 require parental consent.

Sent by:
Sony Computer Entertainment Australia Piy ILid

Level 1, 63-73 Ann Streat, Surry Hills NSW 2018 Australia
PH: 1300 365 911 (ocai call charges apply)

Prices, content, promotions and services are subject to change or withdrawal atany fima. Contant may nol be available in all territories,

Message-Id: <20110428155905.3712364485.0.354717—18329 eu.playstationmail.com>
e LHIE20 199405, 37123584485.0.3547 1 @eu.play;

....com/maﬂ/?uiEZ&ik=7and59600&view=pt&search=inbox&msg=12f9d20e7dca1 304 30/04/2011
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